Configuring PKI Settings Using PKIFv2 Resources

Introduction

The PKIF public key enablement library providesadf graphical interfaces to enable
easy configuration of parameters that govern PKited processing. These interfaces
can be integrated into applications providing aststent configuration interface and
creating opportunities for shared configuratiom$is document describes each of the
configuration user interfaces. These interfacesat generally intended for use by end
users, who typically need not possess the knowledgessary to configure PKI-related
settings. Instead these interfaces are intendegas®by administrators and PKI-savvy
users.

PKI Environment Definition

The PKI Environment Definition interfaces enable #pecification of the resources that
will be used when performing PKI-related processingh as signature verification and
certification path processing. These settingdanken down into three broad categories:

Cryptography, Revocation Checking and PKI Artif&tbres
LDAP directories, OCSP responders and Server bickl
Simple trust anchor, certificate and CRL stores

Each of these categories is further subdividedthiWieach sub-category multiple
options may be available. The options within esa-category are described below.

Cryptography, Revocation Checking and PKI Artifact Stores

TheCryptography, Revocation checking, PKI storegpanelmust be configured for all
applications of PKIF. These settings define thapgonents used when verifying or
generating digital signatures, retrieving or stgriertificates and CRLs, building or
validating certification paths and determining tbeocation status of a certificate. The
other panels enable configuration of optional pat@ns, such as specification of
enterprise directories or OCSP responders.



PKI Environment Definition

 Crypography, Revocation checking, PKT stores | LDaP directoriss, OCSF respanders, Server blacklst | Simple trust anchor, certficate and CRL stores |

Crypkographic colleagues Certificabe and CRL stores
Microsoft Crypto APT Microsaft Crypho ART
- Public key operations (DSaA, RSA) - Certificate retrieval and storage {current user store)
- Symmetric key operations (DES, Triple DES) - CRL retrieval and storage {current user store)

- Message Digesting (SHAL, MDS
e at : ! - Certificate retrieval and storage {local machine store)

- Private key operations {DSA, RS54 using current user store) - CRL retrieval and storage {local machine store)

1 - Private key operations (DS54, RSA using local machine store) ) )
Metscape Securiby Services

Metscape Security Services B 3 Certificate refrieval and storage
; : - CRL retrieval and storage
- Public ke operations (D94, RSA)
[ - Symmetric key operations (CES, Triple DES, AES)

- Massage Digesting (SHAL, MDS, SHAZ56, SHAZS4, SHAS1Z) In-mermary cache
1 - Private key operations (DS54, RSA) Certificates CRLs
Cryphot+

- Public key operations (D54, RSA, ECDSA] Certification Path Frocessing

[ - Symmetric key operations (DES, Triple DES, AES)

- Message Digesting (SHA1, SHAZSE, SHASS4, SHAS12, MDS) Farward Buiding
I #Privnie bey.cperations (56, R ECRGR). [#]Local validation Local Forward Buildingalidation
Trust anchor stares Revocation chacking

qurrentuserstors: [ ]Loca Mschine store Check Certificate Revocation Lists {CRLs)
Check OCSP Responder URIs from A14 extensions

[ simple trust anchar stare (] Metscape Security Services Retrieve CRLs From locations specified in CRL DP extensions

Metscape Security Services database

[ OF. ][ Cancel ]

Figure 1 Cryptography, Revocation checking, PKI stees panel

Cryptographic Colleagues
PKIF can be used with any of three different crgoaphic back-ends:

Microsoft CAPI:http://msdn2.microsoft.com/en-us/library/aa38025pxa
Netscape Security Servicdgtp://www.mozilla.org/projects/security/pki/nss/
Crypto++:http://www.cryptopp.com/

For each back-end, there are at least two checkbo®ae checkbox is associated with
functionality that does not require the use ofiagte key, i.e., signature verification.

The other checkbox is associated with functiondhbt does require the use of a private

key, i.e., signature generation. For Microsoft CARivate key functionality is
represented by two checkboxes, one of which shoelldsed when the configuration will
be consumed by an end user application and the otleel when the configuration will e
consumed by a service.

Internally, PKIF will use the first available baekd capable of fulfilling a particular
request. When multiple back-ends are in use, RiEties the back-ends in the



following order: Microsoft CAPI, NSS then Crypto+H. all three backends were
selected, Microsoft CAPI would always be used f&ARsignature verification and
Crypto++ would always be used for ECDSA signatwgfication.

When Netscape Security Services (NSS) is used S dditabase must be specified in
the text box at the bottom of the panel.

Trust Anchor Stores

Four trust anchor store options are available. Gimeent User Store option
corresponds to the Microsoft CAPI current userifteate store. This option is
appropriate for scenarios in which the configumratiall be consumed by an end user
application. Thé.ocal Machine Storeoption corresponds to the Microsoft CAPI local
computer certificate store. This option is appiaterfor scenarios in which the
configuration will be consumed by a service.

The Simple trust anchor storeoption allows the operator to specify one or ntoust
anchors on th&imple trust anchor, certificate and CRL storespanel. The trust
anchors must be available in X.509 certificate farifibut need not be self-signed). The
configuration medium to which trust anchors starethis manner must be secured using
operating system mechanisms. Generally, this npsi@nly appropriate for testing,
debugging or in tightly controlled environment$ thiis option is not selected, the trust
anchor list management options on $mple trust anchor, certificate and CRL stores
panel will be disabled.

TheNetscape Security Servicegption corresponds to an NSS trust store. When thi
option is selected, an NSS database must be smkoifthe text box at the bottom of the
panel.

If multiple trust anchor stores are selected, dlllve queried during certification path
validation.

Certificate and CRL stores

Five certificate and CRL store options are avadablrheCurrent User Store option in

the Microsoft Crypto API box corresponds to the iMsoft CAPI current user certificate
store. This option is appropriate for scenariowlmch the configuration will be
consumed by an end user application. Theal Machine Storeoption the Microsoft
Crypto API box corresponds to the Microsoft CARldbcomputer certificate store. This
option is appropriate for scenarios in which thafeguration will be consumed by a
service.

The Certificates andCRLs options in the In-memory cache box allows the afmrto
specify one or more certificates or CRLs on $@ple trust anchor, certificate and
CRL storespanel. If these options are not selected, thdficate and CRL list
management options on tBanple trust anchor, certificate and CRL storespanel will
be disabled.



TheNetscape Security Servicegption corresponds to an NSS trust store. When thi
option is selected, an NSS database must be sgkoifthe text box at the bottom of the
panel.

If multiple certificate or CRL stores are selectalliwill be queried during certification
path validation or during revocation status deteation. LDAP-accessible directory
servers specified on thdDAP directories, OCSP responders, Server blacklispanel
will also be consulted for certificates or CRLsn@&sessary and in accordance with any
namespace restrictions associated with the dingctor

Certification Path Processing

There are three options available for controlliegification path processing. All three
options should be checked for most applicationrBKif-. Additional options, such as
support for SCVP, may be available in the future.

Revocation Checking

There are three options for controlling revocastatus determination on this panel (plus
the OCSP responders entered onlDAP directories, OCSP responders, Server
blacklist panel). If theCheck Certificate Revocation Lists (CRLs)option is selected,
then the available CRL stores and enterprise LD&&ttbries will be checked for CRLs
using issuer names and DN components in CRL Dihsixtes. If theCheck OCSP
Responder URIs from AIA extensionsoption is checked, then an OCSP request will be
sent to the responder indicated in the AIA extemstodetermine the revocation status of
the certificate. If th&ketrieve CRLs from location specified in CRL DP ex¢nsions
option is checked, then LDAP or HTTP resourcescatid in a CRL DP extension will

be checked for CRLs (provided the server is naherserver blacklist).

If multiple revocation status determination opti@ns selected, the following order will
be observed: enterprise OCSP responders will beuttexl first, AIA-based OCSP
responders will be consulted second, local CRLestavill be checked third and remote
CRL sources checked last.

LDAP directories, OCSP responders and Server blackl ist

TheLDAP directories, OCSP responders, Server blacklishbanel can be used to
specify optional settings related to the avail&piif infrastructure components such as
LDAP-accessible directory servers or OCSP respandeirectory servers will be used
to locate certificates, cross certificates and CRQESP responders will be used to
determine the revocation status of certificatese $erver blacklist will be used to avoid
attempts at contacting broken infrastructure doees when resolving CRL DP,
issuerAltName or AlA extensions.



Figure 2 LDAP directories, OCSP responders, Servdrlacklist panel

LDAP-accessible Directory Servers

To add an LDAP-accessible directory server to istedlick theAdd LDAP Directory
button. The dialog shown below will be displaydthter the DNS name or IP address of
the directory in théddressbox. Enter the port in tHeort box. The default LDAP

port, 389, will appear automatically.



Figure 3 Adding an LDAP directory

To constrain queries sent to the directory to iq@dar namespace, click thedd
Namespacebutton and browse to a file containing a DER-ercbX.509 certificate

issued to an entity in the target namespace. EMtiect Info From Certificate dialog

will be displayed. Check the box beside the re¢atlistinguished name element that
corresponds to the intended degree of granulanitlycéick theOK button. When
searching for certificates or CRLs, the directoil}f anly be consulted if the certificate
subject name or CRL issuer name falls within thecg@d namespace. Namespaces can
be used to avoid sending queries to enterprisetdnies for artifacts from an external
PKI. To remove a namespace from the list, selechmespace to delete and click the
Remove namespacbutton.

Figure 4 Configuring a namespace



To edit a previously specified directory, sele@ threctory to edit in the list and click the
Edit Selected Directorybutton. Edit the directory specification and kltbe OK

button. To remove a directory from the list, setée directory to delete in the list and
click theRemove Selected Directorputton.

Global LDAP Server Blacklist

In some environments, certificates are issued aantaCRL DP extensions or AIA
extensions that point to server resources thatden out of service, are overburdened or
are otherwise problematic. Application performaisceegatively impacted when these
resources are used. Most commonly, these problemégastructure components are
directory servers. PKIFv2.1 provides a new blatKiature to allow application
administrators to specify servers that should md®d during certification path
processing. To add a server to the blacklistkale Add Server button and enter the
DNS name or IP address of the server in the reguttialog box, as shown below.

Figure 5 Adding a server to the blacklist

To remove a server from the blacklist, highlighe gerver to delete in the list and click
theRemove Serverbutton. To remove all entries from the blackigick theClear
button.

OCSP Responders

To add an OCSP responder to the list, clickAld OCSP Respondelbutton. The
dialog shown below will be displayed. Enter thelUR the directory in th€©CSP
responder location informationbox. To require the responder to sign using aqudar
certificate, click theSelect certificatebutton and browse to a file containing the
responder’s certificate. The certificate will skie verified to a trust anchor, but
responses must be signed using the key includdtkinertificate selected here. If a self-
signed certificate is used to verify response giges, the certificate must reside in a
trust anchor store selected on @ryptography, Revocation checking, PKI artifacts
panel.

To sign OCSP requests sent to this responder, ttieRelect credentialbutton and
choose a signing credential from the resultingadjddox. The credentials shown must
reside in one of the private key stores assochattita cryptography back-end selected
on theCryptography, Revocation checking, PKI artifactspanel.

To add a namespace click thdd namespaceand follow the directions provided above
for specifying namespaces for LDAP-accessible thrgcservers.



OCSP requests can include requests for the sthtusltple certificates, for example, all
of the certificates included in a certification lpatHowever, not all responders support
requests containing multiple certificates. To a@vweending requests containing multiple
certificates uncheck thenable Multiple Certificate Requestsoption.

Figure 6 OCSP responder specification

To edit a previously specified responder, seleetrésponder to edit in the list and click
the Edit Selected Respondebutton. Edit the responder specification andkdie OK
button. To remove a responder from the list, setexresponder to delete in the list and
click theRemove Selected Respondéutton.



Simple trust anchor, certificate and CRL stores

TheSimple trust anchor, certificate, CRL storespanel can be used when thimnple
trust anchor store option from thelrust anchor storesbox or theCertificates or
CRLs option for then-memory cachebox on theCryptography, Revocation
checking, PKI artifacts panel are selected.

Figure 7 Simple trust anchor, certificate and CRL $ores panel

Trust anchors

To add a trust anchor to the simple trust ancharestlick theAdd trust anchor button
and browse to a file containing the DER encoded% &ertificate issued to the entity
being explicitly trusted. To view a previously adidcertificate, select the item to view in
the list and click th&/iew trust anchor button. To remove a previously added
certificate, select the item to delete in thedistl click theRemove trust anchorbutton.

If the buttons associated with the trust anchomlpgpear grayed out, return to the
Cryptography, Revocation checking, PKI artifactspanel and make sure tBample
trust anchor store option from thelrust anchor storesbox is selected.



Certificates

To add a certificate to the simple certificate stalick theAdd certificate button and
browse to a file containing the DER encoded X.5&@ificate to add. To view a
previously added certificate, select the item ®win the list and click theiew
certificate button. To remove a previously added certificagdect the item to delete in
the list and click th&emove certificatebutton.

If the buttons associated with the certificate digspear grayed out, return to the
Cryptography, Revocation checking, PKI artifactspanel and make sure the
Certificates option for theln-memory cachebox is selected.

CRLs

To add a certificate to the simple CRL store, ctittAdd CRL button and browse to a
file containing the DER encoded X.509 CRL to ada. view a previously added CRL,
select the item to view in the list and click Miew CRL button. To remove a
previously added CRL, select the item to deletida@nlist and click th&emove CRL
button.

If the buttons associated with the certificate digpear grayed out, return to the
Cryptography, Revocation checking, PKI artifactspanel and make sure tRd&RLs
option for theln-memory cachebox is selected.

Path Settings Definition

The rules for certificate processing are definestandards produced by the Internet
Engineer Task Force’s PKIX working group and inéwdstandard set of inputs for
certification path validation. The Path SettingfiDition interfaces provide a means of
specifying these standard input values, plus sea€ditional parameters to govern
certification path validation.

TheRFC3280 path validation initial indicators box enables specification of the
standard path validation inputs specified in RF@B28hePKIF path processing
parametersbox enables specification of some additional patareghat govern path
processing.

When theRequire fresh revocation dataoption is selected, the validation time of
interest must be before the nextUpdate value imeud any revocation information
artifacts consulted during path validation. WhieeRequire recent revocation data
option is selected, the thisUpdate value incluaheany revocation information artifacts
consulted during path validation must be withiniraays prior to the validation time of
interest. By defaulty is equal to thirty. By default, the validatiome of interest is the
current system time.

When theUse path validator filter when building option is selected, the path
development engine will avoid returning paths @@t known to be invalid (i.e., due to
certificate expiration, certificate policy violatis, etc.). When th€heck revocation



status during path validation option is checked, the revocation status of eactificate
will be checked. These options are on by defaxdtshould remain on in most
circumstances.

Figure 8 Certification Path Processing Settings

TheAcceptable certificate policiedist enables specification of the initial user
constrained policy set, as described in RFC3289add a certificate policy to the list,
click theAdd acceptable policybutton and enter the object identifier that idiessithe
desired certificate policy in the resulting dialogx. To edit a previously entered object
identifier, select the item to edit in the list arlitk theEdit selected policybutton. To
remove a previously entered object identifier fritra list, select the item to remove in
the list and click th&emove selected policputton.



Figure 9 Initial user constrained policy set



