PKIF OCSP Plug-in for Microsoft Windows: Installati  on
and Configuration

Introduction

The PKIF OCSP Plug-in for Microsoft Windows is aweation provider for the
Microsoft Cryptographic API (CAPI). Applicationkdt obtain basic PKI functionality
from CAPI will call the PKIF OCSP Plug-in when \@diting a certificate. Many
commonly used applications, such as Outlook, IeteExplorer and Infopath, use CAPI

for PKI-related processing.

Installation

The PKIF OCSP Plug-in for Microsoft Windows is ialé¢d using a standard Windows
installer. To begin plug-in installation, doublieck the PkifOcspPlugin.msi file. The
following dialog will be displayed. Click thidext button.

& PKIF OCSP Plug-in Setup W=l

Welcome to the PKIF OCSP Plug-in Setup
Wizard

The Setup Wizard will inskall PEIF OCSP Plug-in an wour
computer, Click Mexk to conkinue ar Cancel ko exit the Setup
Wizard,

 Mext [ Cancel

Figure 1 PKIF OCSP Plug-in Setup

By default, the plug-in is installed to the followg directory:
C:\Program Files\Cygnacom Solutions\PKIF OCSP Plugn for Microsoft Windows\.

Browse to an alternative location, if desired, #8meh click theNext button.
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Destination Folder
Click Mext tainstall ko the default Falder ar click Browse to choose another,

Install PKIF ©CSFP Plug-in bo;

Browse, .,

Back, ” Mk ] [ Cancel

Figure 2 Installation directory selection

The plug-in does not have any optional compone@tgk theNext button on the third
dialog (not shown). To complete the installatidick thelnstall button. This will copy
the plug-in files to the selected file folder, aptthe default registry configuration and
register the plug-in with Microsoft CAPI.



i PKIF OCSP Plug-in Setup

Ready to install PKIF DCSP Plug-in @

Click Inskall ko beqgin the installation, Click Back ko review or change any of wour
installation settings. Click Cancel to exit the wizard,

Back ]| Install [ Cancel

Figure 3 PKIF OCSP Plug-in Installation

After the installation completes, click tRénish button (not shown). Close and restart
any applications that use CAPI for PKI processmgrder for the plug-in to be used.

Configuration

The PKIF OCSP Plug-in installer will prepare a défaet of configuration options that
features the following options:

Retrieve trust anchors, certificates and CRLs ftbencurrent user's CAPI
certificate and CRL stores

Use CAPI for cryptographic functionality

Retrieve certificates and CRLs from LDAP and HTTRISincluded in
issuerAltName, crIDistributionPoint or authoritytmfmationAccess certificate
extensions

Retrieve revocation status information from OCSspomders identified in
authoritylnformationAccess certificate extensioresponder certificates will be
validated to a trust anchor in the current usedsttanchor store)

A configuration utility is provided with the plugrito enable the default configuration to
be changed. The OCSP Plug-in Configuration pahileoutility is shown below.



** PKIF OCSP Configuration
QCSP Plug-in Configuration | Logging Configuration

PKI Environment Definition

Ilse these settings to configure preferred OCSP responders,
request signing, Failowver bo CRLs, and more,

Define PEI Enviroment. ..

Path Setkings Definition

These setkings control certificate path processing rules,
including policy processing and revocation freshness options,

Define Path Setkings. ..

Skatus

Plugin Yersion:  PKIF OCSP Plugin 2.1.1,6338

Figure 4 PKIF OCSP Configuration Utility

Usage of the PKI Environment Definition and Patbdessing Definition options is
described irConfiguring PKI Settings Using PKIFv2 Resources The Status option
can be used to register and unregister the plugtmMicrosoft CAPI. Following
installation, the button should reBisable, as shown above. The plug-in can be
unregistered by clicking thBisable button. After unregistering the plug-in, the lontt
should be labeleBnable and can be used to register the plug-in with MiofoCAPI.

In this release, th€onfiguration applies to all userscheckbox is checked and disabled.
Settings apply to all users on a particular machifeture versions may enable per-user
configuration.

The plug-in provides various logging capabilitirattcan be used to troubleshoot
problems with the plug-in or infrastructure probkenThe Logging Configuration panel
is shown below.
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DICSP Plug-in Configuration |} Logging Configuration

Logging Configuration
Path log

Plug-in log

£

Debug level  |Maone w

Miscellaneous configuration

Certificates directory E]

[ ]re-validate certification path to end entity certificates

Clear Log Settings

Figure 5 Logging Configuration

By default, logging is turned off by setting tBebug leveloption toNone The
following debug levels are available, in order frigast amount of output to most
output”None, Error , Information , Warning, DebugandTrace. Most output is written
to the file specified in th@lug-in log option. When th&e-validate certification path

to end entity certificatesoption is checked, certification path result imh@tion is
written to the file specified by theath log parameter. When thHee-validate
certification path to end entity certificatesoption is checked, the plug-in will perform
full certification path processing for non-certdigon authority certificates. This can
result in rejection of certificates that otherwigeuld have been accepted. If a folder is
specified for theCertificates directory option, the plug-in will write out most
certificates it handles during the course of debeimg the revocation status of a
particular certificate (certificates used to vetifig revocation status of a CRL issuer or
OCSP responder may not be output). Certificatesvaitten to a file named using a
SHAL1 hash of the certificate, as follows: <certitie thumbprint>.der. Clicking the
Clear Log Settingsbutton will reset the logging parameters to thiel@s shown above.

Note, the debugging logs grow without bounds. €Heatures should be activated only
when trying to diagnose a problem and should babdksl during normal use.

Centralized configuration
Configuration settings for the plug-in are writtenthe following registry location:

HKEY_LOCAL_MACHINE\Software\Cygnacom Solutions\OCSPPIlugin.



The values under this location can be capturechtgdaninistrator and distributed using
an enterprise-wide configuration management tamhss SMS or Group Policy, or by
creating a custom installation package. The PKGS® Plug-in Configuration utility is
primarily intended for use by administrators inidiefg settings that will be distributed
across an enterprise. The plug-in will recognieeyser settings that reside in the same
location under HKEY_CURRENT_USER, but the configima utility cannot be used to
manage these settings.

Configuration Strategies

The PKIF OCSP Plug-in can be configured to perfoeaocation status determination, or
certification path processing, a number of difféneays. By default, following
installation, the plug-in is configured to provide/ocation status for all certificates
containing an AlA extension with an OCSP componéitie figure below shows these
default settings (all fields on the two panels stadwn are blank).

Figure 6 Default settings for the PKIF OCSP Plug-in



Usage of the PKI Environment Definition and Patbdessing Definition options is
described irConfiguring PKI Settings Using PKIFv2 Resources There are several
broad configuration strategies to consider whernayemy the plug-in, including:

AlA-based OCSP only (the default configuration)

AlA-based OCSP and CRL DP-based CRLs

AlA-based OCSP, CRL DP-based CRLs and CRLs frorarderprise directory
OCSP from an enterprise OCSP responder only

OCSP from an enterprise OCSP responder and AIA OCSP

OCSP from an enterprise OCSP responder, AlA-base8Roand CRL DP-based
CRLs

OCSP from an enterprise OCSP responder, AlA-basesR) CRL DP-based
CRLs and CRLs from an enterprise directory

Multiple enterprise directories or OCSP respondarsbe specified, with each providing
service for specific namespaces, if desired.



