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1 Introduction

The PKI Interoperability Test Tool v1.1 (PITT) is intended to assist with evaluating
interoperability alternatives to establish trust with prospective partner PKIs and to
troubleshoot path processing problems.

2 Installation

PITT is installed using the PITT.msi installation package. This installs the PITT
application, and dependencies, to a user selected folder. The default installation folder is:

[Program Files]Cygnacom Solutions\PKIl Interoperability Test Tool

Additionally, default project and results folders are created in the current user’s
Application Data folder. To install PITT, double-click PITT.exe and navigate through

the installer.

ii-E‘ PKI Interoperability Test Tool Setup 0] x|

Welcome to the PKI Interoperability Test
Tool Setup Wizard

The Setup Wizard will install PEI Interoperability Test Tool on
waur compuker, Click Mexk o continue or Cancel ko exit the
Setup Wizard,

Back:

Figure 1 PKI Interoperability Test Tool Setup

The only customizable option in the installer is the destination folder where PITT will be installed,
as shown in the screen shot below. Click Browse if an alternative destination folder is desired.
Click Next to continue installing.



ii._%l PKI Interoperability Test Tool Setup i ]

Destination Folder

Click Mext boinstall ko the defaulk Falder ar click Browse to choose another,

Inskall PEI Interoperabilicy Test Toaol ka;

IC:'I,F‘r-:ugram FileshCywgnacom Solukions\PEI Inkeroperability Test Toaol,

Erowse, .. |

Back.

Cancel |

Figure 2 Destination folder
The PITT installer contains a single feature. Click Next to continue installing.

i PKI Interoperability Test Tool Setup =101 x|

Custom Setup

Select the way you want features ko be installed,

Click the icons in the tree below to change the way Features will be installed.

PEI Interoperability Test Tool

This Feature requires 12ME on your
hard drive.

Browse, .. |
Reset Disk. Usage Back. I Mk I Cancel |

Figure 3 Custom Setup



Click the Install button to install PITT.

i’-:!;l‘ PKI Interoperability Test Tool Setup ;IEIEI

Ready to install PKI Interoperability Test Tool

Click Inskall ko begin the installation. Click Back to review or change any of wour
installation settings, Click Cancel to exit the wizard.

Back.

Zancel |

Figure 4 Ready to install

Wait patiently while PITT is installed, then click Next.



i'-E‘ PKI Interoperability Test Tool Setup i ]

Installing PKI Interoperability Test Tool

Please wait while the Setup Wizard installs PEI Interoperability Test Tool,

Skakus:
I

Batk: [dexk

Figure 5 Installing PKI Interoperability Test Tool

Click Finish to close the installer. PITT can be launched via a Start menu shortcut or by double
clicking the PITT.exe file in the destination folder.

fiF PKI Interopetability Test Tool Setup =10 x|

Completed the PKI Interoperability Test
Tool Setup Wizard

Click the Finish button ko exit the Setup Wizard,

Back

Zancel |

igure 6 Installation complete



3 Quick Start Guide

The PITT installer includes default PKI environment settings that enable basic usage
scenarios. These settings apply to the Single End Entity Path, All End Entity Paths
and All Certification Authority Paths tabs. The settings do not apply to the CAPI Path
Processing tab.

& PKI Interoperability Test Tool - No project loaded

File Settings Results Tools Help
Single End Entity Path | all End Entity Paths | CAPT Path Processing | All Certification Authority Paths

Target end entity certificate

Select Certificate from File

Mo certificate selected

Cperations

Build Path ] [ Build and Validate Path ] [ Compound Build and Yalidate ] [ Save Results ] [ Clear Resulks

Results

Status: no operations performed

Figure 7 PKI Interoperability Test Tool

3.1 Default settings

The PITT installer established default settings suitable for basic usage scenarios. These
settings are described below.

The default cryptography settings include support for all algorithms currently supported
by PKIF. The Private key operations option in the Microsoft Crypto API is enabled in
the event that signed OCSP requests are used (though this is not typical). If signed OCSP
requests are not used, both Microsoft Crypto API options could be unchecked, using
Crypto++ for all cryptographic operations.



PKI Environment Definition

x]

CettfCRL Skares | LDAPOCSP Blacklist | Simple Stares | Path Processing
Cryphographic colleagues
Microsoft Crypho APT

- Public key operations (DSA, RSA)
- Symmetric key operations (DES, Triple DES)
- Message Digesting (SHA1, MDS)

- Private key operations (0S4, RSA using current user store)

[] - Private key operations (D58, RSA using local machine store)

Metscape Securiby Services

- Public key operations (D54, RSA)
[1 - svmmetric ke operations (DES, Triple DES, AES)
- Message Digesting (SHAL, MDS, SHAZSS, SHA3S4, SHAS1Z)

[] - Private key operations (D58, RSA)

Cryplo4+4-

- Public key operations (D54, RSA, ECDSA)
- Symmetric key operations (DES, Triple DES, AES)
- Message Digesting (SHAL, SHAZSS, SHASE4, SHAS1Z, MOS)

[ - Private key operations (D54, RSA, ECDSA)

Metscape Security Services dakabase

=

[ Ok ] [ Cancel ]

Figure 8 Default Cryptography settings

The default certificate and CRL store settings enable the usage of Microsoft CAPI
certificate stores for trust anchor and intermediate CAs and provide in-memory stores for
certificates and CRLs plus an in-memory cache for items retrieved from URIs specified
in AIA, SIA and CRL DP extensions.



PKI Environment Definition

Crypkography
Certificate and C

skores
Microsaft Crypto BPT
- Certificate retrieval and storage (current user skore)

- CRL retriewal and storage {current user skore)

- CRL retrieval and storage (local machine store)

Metscape Security Services

- Certificate retrieval and storage
- CRL retrieval and skorage

In-rnermary cache

Certificates CRLs AIAJSIAJCRLDF cache

Trust anchor stores

Current User Store [] Local Machine Stare

= || LDAP/OCSP)Blacklist | Simple Stores

- Cettificate retrieval and storage (local machine stare)

|:| Simple trust anchaor skare |:| Metscape Securiby Services

Path Processing

| o

][ Cancel ]

Figure 9 Default Cert/CRL Stores settings

The default path processing settings enable all path processing features except SCVP.
This includes support for checking CRLs and OCSP responses. CRLs are retrieved from
locations identified in CRL DP extensions, certificates are retrieved from location
specified in authoritylnfoAccess (AlA), subjectinfoAccess (SIA) and issuerAltName
(IAN) extensions and OCSP responders specified in AIA extensions are queried.
Revocation status is cached, as are validated OCSP responders. By default nonces are
not included in OCSP requests (and nonce matches are not required).



PKI Environment Definition

Cryptography | CertfCRL Stores | LDAP/OCSPElacklist | Simple Stores | Path Processing

Certification Path Processing

o Local Yalidakion Build and Yalidate

SCYP Responders

[ #dd ] [ Edit ] [ Remove

Revocation Checking and Remote Arkifack Retrigyal

Check Certificate Revocation Lisks (CRLs)

Check OCSP Responder URIs From ALA extensions

Retrieve CRLs from locations specified in CRL DP extensions

Cache revocation skatus infarmakion

Retrieve certificates Fram locations specified in ALA or SIA extensions
Cache validated OCSP Respanders from AlS-based operations

[ ]include nonce in ©CSP requests

|:| Require nonce match in OCSP responses

[ ]4 ] [ Cancel ]

Figure 10 Default Path Processing settings

The default certification path processing settings are somewhat specific to PITT usage.
The Use path validator filter when building option is off. In most usage scenarios, this
option is turned on. For PITT, the option is off so all builder output is made available.



Path Settings E|

i Cerkification Path Processing Settings :| Initial user constrained palicy set | Initial name conskraints

Enter walues For the certification path walidation flags.
Checked equals true; unchecked equals False,

RFC3280 path walidation initial indicators
[ 1tnitial explicit policy indicator

[ ] tnitial policy mapping inhibit indicatar
[ ]1nitial inhibit any policy indicatar

PKIF path processing parameters

[ ]require fresh revocation data (nextUpdate)
[]Require recent revocation data (thisUpdate)
[ ] use path validator filker when building

Check revacation status during path validation

[ K, ] [ Cancel ]

Figure 11Default Certification Path Processing Settings

These settings can be configured as described in Edit Default PKI Settings section below.

4 Menus
This section describes the functionality available via the PITT menus.

4.1 File Menu

4.1.1 New Project

The File->New Project menu item causes the creation of a new project initialized with
the current default PKI settings and no target certificates. The name of the project will
appear in the title bar and project related menu options will be enabled. To configure the
project, use the Settings->Edit Project PKI Settings menu item and select target
certificates on each panel. After configuring the settings for the new project, save the
settings using File->Save Project or File->Save Project As.

4.1.2 Open Project

The File->Open Project menu option can be used to open a previously saved project.
The name of the project will appear in the title bar and project related menu options will



be enabled. It is possible that some resources that were available when the settings were
created are not available when settings are loaded; for example, an NSS database may
have been moved or deleted.

4.1.3 Close Project

The File->Close Project menu option can be used to close an open project. Default PKI
settings are restored and all target certificates, URI check results and path processing
results are cleared. “No project loaded” appears in the title bar. Default PKI settings can
be configured using the Settings->Edit Default PKI Settings menu option.

4.1.4 Save Project

The File->Save Project menu option can be used to save project settings for later use.
The project file contains the target certificates from each panel plus the settings that can
be reviewed and configured via the Settings->Edit Project PKI Settings menu option.
The settings accessed via the Settings->Edit Default PKI Settings and Settings->Edit
PITT Settings menu options are not stored in the project file. The project is saved to the
location indicated in the title bar.

4.1.5 Save Project As

The File->Save Project As menu option is similar to the File->Save Project option
except the user is allowed to specify a new name for the project settings. This allows the
user to create project files containing settings with slight variations without re-entering all
settings from scratch. The title bar will be updated to reflect the new project name.

4.1.6 Recent Projects

The File->Recent Projects menu option allows recently opened projects to be opened
quickly.

4.1.7 Exit
The File->Exit menu option is used to close the PITT.

4.2 Settings Menu

4.2.1 Edit Default PKI Settings

The Settings->Edit Default PKI Settings menu option is used to configure the default
PKI settings, which are used no project is loaded. Default PKI settings are also used to
initialize projects created using the File->New Project menu option. The following
dialog is displayed when the Edit Default PKI Settings option is selected.



Default settings E|

PKI Environment Definition

IUse these settings ko configure preferred OCSP responders,
request signing, Failover to CRLs, and more,

| Define PKI Enviroment. .. |

Path Settings Definikion

These setkings control certificate path processing rules,
including policy processing and revocation freshness options.

[ Define Path Setkings. ..

Close

Figure 12 Edit Default PKI Settings

The Define PKI Environment... and Define Path Settings... buttons launch standard
PKIF configuration dialogs. Usage of these dialogs is described in the PKIF Resources
Usage Guide (http://pkif.sourceforge.net/pkifresources_usage.pdf). Default PKI settings
are saved to the system registry.

Default PKI settings govern the behavior of the Single End Entity Path, All End Entity
Paths and All Certification Authority Paths panels. The CAPI Path Processing panel
is not affected except when the PITT Settings-> Input policies to CAPI options, in
which case the User constrained policy set is used.

4.2.2 Edit Project PKI Settings

The Settings->Edit Default PKI Settings menu option is used to configure the default
PKI settings, which are loaded when the PITT is launched and are used to initialize
projects created using the File->New Project menu option. The following dialog is
displayed when the option is selected.


http://pkif.sourceforge.net/pkifresources_usage.pdf�

Project settings E|
PKI Environment Definition

IUse these settings ko configure preferred OCSP responders,
request signing, Failover to CRLs, and more,

| Define PKI Enviroment. .. |

Path Settings Definikion

These setkings control certificate path processing rules,
including policy processing and revocation freshness options.

[ Define Path Setkings. ..

Close

Figure 13 Edit Project PKI Settings

The Define PKI Environment... and Define Path Settings... buttons launch standard
PKIF configuration dialogs. Usage of these dialogs is described in the PKIF Resources
Usage Guide (http://pkif.sourceforge.net/pkifresources_usage.pdf).

Project PKI settings govern the behavior of the Single End Entity Path, All End Entity
Paths and All Certification Authority Paths panels. The CAPI Path Processing panel
is not affected except when the PITT Settings-> Input policies to CAPI options, in
which case the User constrained policy set is used.

4.2.3 Edit PITT Settings

The Settings->Edit PITT Settings menu option is used to configure global settings that
govern PITT operation. The following dialog is displayed when the option is selected.

PKI Interoperability Test Tool Settings P§|

Defaulk Projects Folder

CAPITT\Projects (]

Fesulks Faolder

CAPITTIResulks (]

Miscelaneaus Opkions

[«]iheck URIs during path processing: [ ] Input policies o CAFT

oK ] [ Cancel ]

Figure 14 PITT Settings


http://pkif.sourceforge.net/pkifresources_usage.pdf�

The Default Projects Folder option is used to set the location where projects will be
created by default when the File->New Project menu option is selected. Users can select
alternative storage locations when a project is created.

The Results Folder option is used to set the location where summary reports are
generated.

The Check URIs during path processing option causes PITT to check all URIs in each
certificate present in each certification path discovered on the Single End Entity Path,
All End Entity Paths or All Certification Authority Paths panels. The results are
written to the bottom of the path log for each path.

The Input policies to CAPI option causes PITT to input any certificate policy specified
on the effective Initial user constrained policy set panel of the Path Settings notebook,
I.e., the policy set from either the default PKI settings or project PKI settings.

4.3 Results Menu

4.3.1 Generate Summary Report

PITT can generate HTML reports summarizing the results produced on the Single End
Entity Path panel. The report is generated using the PittReport.xsl file, which is
installed beside Pitt.exe in the destination folder by the installer. This .xsl file is used to
transform XML output that is written to the Results Folder to produce an HTML report.
The location of the results can be configured as described in the Edit PITT Settings
section. XML and HTML files are named using the time of generation.

4.3.2 Clear All Results
The Results->Clear All Results menu option clears any results on any of the panels.

4.4 Tools Menu

4.4.1 Check URIs in certificate

The Tools->Check URIs in certificate enable URIs contained in a certificate to be tested
independent of certification path processing. Each HTTP* and LDAP URI present in an
authority information access (AlA), subject information access (SIA) or CRL distribution
points (CRL DP) extension will be retrieved and evaluated relative to the certificate
containing the extension. If the issuer’s certificate is specified or Attempt auto-
discovery if not specified is checked (and is successful) then CRL signatures will be
verified? and OCSP AIA URIs will be tested. The following screen shot shows the
Check URIs dialog with results following a check URI operation. Note, full certification
path processing is not performed in support of CRL signature verification or OCSP

! This excludes OCSP URIs, which are not inspected as part of this check.
2 CRL signatures are only verified using the issuer’s public key. To test scenarios involving CRLs signed
with a new CA key or indirect CRLs, perform full certification path processing using one of the tabs.



processing. Use one of the panels to perform full path processing of revocation status
providers in the context of a certificate validation.

Check URIs X

End entity certificate

I Select Certificate From File ] [ Wiew Details l

Iscuer: cn=000 CA-26,0u=PKI,ou=000,0=I1.5, Government,c=5
Subject: cn=l ], ou=COMTRACTOR, ou=PkI,ou=000,0=1.5, Government,c=U5
Serial Mumber: 0x0205e9

Issuer's certificate (optional - specify o check CRL signatures ar OCSP LIRIS)

Select Certificate from File ] [ Wigw Details ] [ Clear Certificate

Iscuer: cn=DoDl Foot CA 2, 0u=PKI,ou=00ol,0=L1.5, Government,c=115
Subject: cn=000 CA-26,0u=PKI,ou=000,0=0.5. Government, c=5
Serial Mumber: 0x50

Abtempt auto-discovery if not specified

Cperations
Check URIs l [ Clear Results
Resulks
IJRI Result Timirg {m=) Extension
http: }ferl disa.milgetcr 7000, . URI_CORRECT DATA 578 COP
https ficl . disa.milfgetsignzDo,. URI_CORRECT_DATA g1z AL
http: }ocsp. disa.mil URI_CORRECT DATA 1175 ALA
< >

COMPLETED: 5999 miliseconds elapsed

Close

Figure 15 Check URIs dialog

To specify the certificate that contains the URIs to check, click the Select Certificate
from File button, browse to a file containing a DER encoded certificate then click Open.
The issuer name, serial number and subject name will be displayed in the Target end
entity certificate text box. To view the certificate using the Microsoft shell viewer, click
the View Details button.

To check the URIs in the certificate, click the Check URIs button.

URI_NOT_AVAILABLE indicates that URI is not available.

URI_CORRECT_DATA indicates that URI points to correct information for the target
certificate.

URI_INCORRECT_DATA indicates that URI points to incorrect information for the
target certificate.

URI_WARNING indicates that URI points to a certificate collection that includes a self-
signed certificate.



URI_UNKNOWN_ACCESS _METHOD indicates that SIA or AlA extension contains
unknown access method.

4.4.2 List CAPI revocation status providers

The Tools->List CAPI revocation status providers menu item can be used to display a
list of revocation status providers registered with the host operating system. The list
presented is read from:

HKEY_LOCAL_MACHINE\Software\Microsoft\Cryptography\OID\EncodingType 1\CertDIIVerifyRevocation\DEFAULT
The following screenshot shows an example.
Revocation status providers g|

Reyocation skatus providers

C:Projecks_SYMYISMO trunk) PEIF2 dist 2005 bind PkiP g, dil
crypenet. dl

Close

Figure 16 List revocation status providers dialog

5 Panels
PITT consists of four panels, each of which provides different functionality.

5.1 Single End Entity Path

The Single End Entity Path panel can be used to build the “best” certification path from
a specified end entity certificate to an available trust anchor using PKIF. The following
screen shot shows the Single End Entity Panel with results following a Build and
Validate Path operation.



8 PKI Interoperability Test Tool - No project loaded
File Settings Results Tools  Help

Single End Entity Path | all End Entity Paths | CAPI Path Processing | Al Certifcation Autharity Paths

Target end enkity certificate

Select Certificate From File ] [ Wiew Certificate Details

Issuer: cr=Good A, 0=Test Certificates,c=135
Subject: cn=valid EE Certificate Test1,0=Test Certificates, c=15
Serial Murnber: Qx01

Operations

Build Path ] [ Build and Yalidate Path ] [ Save Resuls ] [ Clear Results

Resulks

PITT

Current bime: 2009012115825127

Walidation tirme of interesk: 200901211825127

Rook certificate infarmation
Subject: cn=Trust Anchor,0=Tesk Certificates,c=U35
Issuer: cn=Trust Anchor,0=Test Certificates,c=U3
Serial number: 0x01

Target certificate information
Subject: cn=Valid EE Certificate Test1,0=Test Certificates,c=U5
Issuer: cn=Good CA,0=Test Certificates,c=135
Serial number; 0x01

Printing information from path validation results:

- Path successfully validaked
- Basic checks successfully performed
- Cert signatures successfully verified
- Mosk severe revacation status: NOT REVOKED
- Explicit policy indicator: FALSE
- Authariky constrained palicy table
+ Row: 0 L

COMPLETED: 1016 miliseconds elapsed; 1 path processed

Figure 17 Single End Entity Panel

To specify the certificate to which a certification path should be constructed, click the
Select Certificate from File button, browse to a file containing a DER encoded
certificate then click Open. The issuer name, serial number and subject name will be
displayed in the Target end entity certificate text box. To view the certificate using the
Microsoft shell viewer, click the View Details button.



To build a certification path without performing certification path validation, click the
Build Path button. The effective PKI settings will be used to discover a certification
path, if possible. The results of the operation will be written to the Results text box.
Status information will be written immediately below the Results text throughout and
following the operation.

To build and validate a certification path, click the Build and Validate Path button. The
effective PKI settings will be used to discover and validate a certification path, if
possible. The results of the operation will be written to the Results text box. Status
information will be written immediately below the Results text throughout and following
the operation.

To save the results of an operation, click the Save Results button then browse to the file
folder to which the results should be written. Each artifact in the certification path,
including revocation information if present, will be written to a file named with a hash of
the artifact and an indication of the files contents. A file named PathManifest.txt will
provide additional information that may be useful when reviewing the results of a
processing a certification path.

To clear the results of an operation, click the Clear Results button. Results are also
cleared when Build Path or Build and Validate Path are clicked.

If the Check URIs during path processing option is enabled on the Settings->PITT
Settings dialog, each URI in any authority information access, subject information access
and CRL distribution point extension present in any certificate in the path will be
accessed and checked for correctness relative to the certificate containing the URI. URI
checking is wholly independent of certification path processing. Thus, artifacts may be
retrieved multiple times during a single operation. This can result in path processing
seeming non-responsive. The status indication will provide assurance that processing is
still occurring and provide the elapsed time in milliseconds.

To stop a path processing operation prematurely, click the Cancel button. To stop a path
processing operation immediately, click the Cancel button twice.

5.2 All End Entity Paths

The All End Entity Paths panel can be used to build all certification paths from a
specified end entity certificate to an available trust anchor using PKIF. This panel is
similar to the Single End Entity Path panel except that all possible certification paths
are discovered and made available via a list box. The following diagram shows the All
End Entity Paths panel with results following a Build and Validate Paths operation.



& PKI Interoperability Test Tool - No project loaded E@gl

File Settings Results Tools Help
Single End Entity Path | Al End Entity Paths | CAPT Path Processing | &ll Certification Autharity Paths

Target end entity certificate

Select Certificate from File ] [ View Certificate Details

Issuet: o=cygnacom,c=us
Subject: serialllumber=2ECMMOZ+cn—={ R , 0="vgnacom, c=us
Serial Mumber: 0x4084a303

Dperations

Build All Paths ] [ Build and Yalidate All Paths ] [ Clear Results ] [ Dump all resulks ] [ Check for duplicates

Results

Path #  Trust Anchor End Entity # certsinpath  Timing {ms) ~ Error Code

1] O=CYQNacanm,c=us seriallumber=2ECMMOZ+cn,.. 2 516 Success

1 ou=Business,o=Entrust,c=CA  serialMumber=2ECMMOZ+cn... 3 141 Success

z ou=R and 0,0=Entrust,c=Ca  serialMumber=2ECMMOZ+cn.,, 4 156 SUCCEss

3 ou=R and 0, 0=Entrust,c=CaA serialMumber=2ECMMOZ+cn... 5 435 PATH_CERT_REVOCATION_STATUS_NOT_DETERMIMED

COMPLETED: 2048 miliseconds elapsed; 4 paths processed

Figure 18 All End Entity Paths Panel

To specify the certificate to which a certification path should be constructed, click the
Select Certificate from File button, browse to a file containing a DER encoded
certificate then click Open. The issuer name, serial number and subject name will be
displayed in the Target end entity certificate text box. To view the certificate using the
Microsoft shell viewer, click the View Details button.

To build a certification path without performing certification path validation, click the
Build Path button. The effective PKI settings will be used to discover a certification
path, if possible. Each path will be writing to the Results text box, with a column
showing the name of the trust anchor terminating the path, the name of the end entity, the
number of certificates in the path (including the trust anchor and end entity) and the
number of milliseconds required to build the path.

To build and validate a certification path, click the Build and Validate Path button. The
effective PKI settings will be used to discover and validate a certification path, if
possible. Each path will be writing to the Results text box, with a column showing the
name of the trust anchor terminating the path, the name of the end entity, the number of
certificates in the path (including the trust anchor and end entity) and the number of
milliseconds required to build the path. Paths that were successfully validated will be
colored green, paths that fail to validate will be colored red.

To clear the results of an operation, click the Clear Results button. Results are also
cleared when Build Path or Build and Validate Path are clicked.

When the panel is busy, the Build Path and Build and Validate Path buttons are
disabled and a Cancel button is displayed, as shown below.
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File Settings Resulks Tools Help
Single End Entity Path | Al End Entity Paths | CAPT Path Processing | All Certification Authority Paths

Target end entity certificate

[ Select Certificate From File ] ’ Wiew Certificate Details

Issuer; ou=Social Security Adminiskration Certification Authority, ou=5548,0=0.3, Government,c=U5
Subject: dnQualifier=PIy-+crn=IE -.=scr s, 0u=554,0=_1.5, Government,c=015
Setial Mumber: Ox48e4c4bt

Operatians

Cancel

Results

Path # | Trust Anchor - End Entity | # certsinpath Timing {ms)  Error Code

1031 milliseconds elapsed; 0 paths processed

Figure 19 All End Entity Paths panel (operation in progress)

To stop processing prematurely, click the Cancel button. To stop a path processing
operation immediately, click the Cancel button twice.

The table can be sorted by clicking the header for the column containing the values that
should be sorted. By default, the table is sorted using the Path # column. When a non-
default column is used, an indication of sort direction is displayed adjacent to the column
name. The following screen shot shows a table sorted on the Timing (ms) column from
greatest value to least value.
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File Settings

Results  Tools  Help

Target end entity certificate

Single End Entity Path | Al End Entity Paths | CAPI Path Processing | All Certification Authority Paths

Select Certificate from File ] [ View Certificate Details

Serial Murnber: Ox43e4c4bs

Issuer: ou=Social Security Administration Certification Authority,ou=554,0=11.5, Government,c=U3
Subject: dnualifier=PTV+cn=|

,au=Users,ou=554,0=01,5, Government,c=U5

Operations
EBuild all Paths Build and Validate All Paths Dump all resulks Check For duplicates
Resulks

Path #  Trust Anchor End Entity # certs in pathl Tiv.. Error Code
10 cn=TC TrustCenter Class 3 ... dnQualifier=PIy+cn=DIANN... & a60 Success

9 cn=Ti TruskCenter Class 2 ... dnQualifier=PIV+cn=DIANN... & 843 Success
11 cn=TC TrustCenter Class 3 ... dnQualifier=PIy+cn=DIANN... & 781 Success
1z crn=Yerigign Class 2 Public Pr...  dnQualifier=PIV+cn=0IANN... 7 625 Success

o crn=Common Policy,ou=FBC...  dnQualifier=PIy+cn=DIANN... 3 454 Success

5 cn=WeriSign Class 3 Public Pr...  dnQualifier=PIy+cn=DIANN... 7 391 Success

g cn=IM] Rook Certification A...  dnQualifier=PIy+cn=DIANN... 7 375 Success

& ou=RaytheonRoot,0=CaAs,d...  dnQualifier=PIy+cn=DIANN... 7 203 Success

1 cn=Common Policy,ou=FEC...  dnQualifier=PIV+cn=DIANN... 3 172 Success

7 ou=RaytheonRoot,0=CaAs,d...  dnQualifier=PIy+cn=DIANN... & 141 PATH_C...
4 cn=D5T ACES CA ¥6,0u=D3...  dnQualfier=PIV+cn=DIANN... & 94 Success
16 ou=RaytheonRoot,0=CaAs,d...  dnQualifier=PIy+cn=DIANN... & 73 Success
13 ou=aP0 PCA, ou=Certificati...  dnQualifier=PIV+cn=0IANN... S 7 Success
2z cn=WeriSign Class 2 Public Pr...  dnQualifier=PIy+cn=DIANN... & 78 Success

3 ou=GP0 PCA ou=Certificati,..  dnQualifier=PIy+cn=DIANN... & 63 Success
16 cn=IM] Rook Certification A...  dnQualifier=PIy+cn=DIANN... & 63 Success
17 ou=RaytheonRoot,0=CaAs,d...  dnQualifier=PIy+cn=DIANN... 7 62 PATH_C...
14 cn=05T ACES CA ¥6,0u=03..,  dnQualfier=PIV+cn=DIANN... 5 31 Success
15 cn=WeriSign Class 3 Public Pr...  dnQualifier=PIy+cn=DIANN... & 31 Success
20 cn=TiZ TruskCenter Class 3 ... dnQualifier=PIV+cn=DIANN... 7 31 Success
21 cn=TC TrustCenter Class 3 ... dnQualifier=PIy+cn=DIANN... 7 16 Success

2 cn=Comman Policy,ou=FBC,..  dnQualifier=PIV+cn=0IANN... 4 15 Success
19 cn=TC TrustCenter Class 2 ... dnQualifier=PIy+cn=DIANN... 7 15 Success

16970 miliseconds elapsed; 23 paths processed

Figure 20 Results table with non-default sorting

5.2.1 Viewing result details
Right-clicking an entry in the Results box will display the context menu shown below.

Wiew path processing resulks, ..

Wieww URI resulks, .,
YWalidake with PEIF. ..

Figure 21 Results context menu

Clicking the View path processing results... option, or double clicking an entry, will
display a dialog showing information about the path.

Clicking the View URI results... option will show the status of each URI from an AIA,
SIA or CRL DP extension from each certificate in the certification path. The View URI
results... option is only available when the Check URIs during path processing option
is enabled, as described in the Edit PITT Settings section




Clicking the Validate with PKIF... option will cause the selected path to be validated
using the PKIF library. A dialog will be displayed when the operation completes
showing information about the path.

5.2.2 Certification Path Dump Dialog

When path processing results are viewed by double clicking a result on the All End
Entity Paths or All Certification Authority Paths panels or by invoking the View path
processing results... context menu option, a dialog similar to the one shown below is
displayed.

PKI Interoperability Test Tool E|

Path Details

PEI Interoperability Test Tool - All End Entity Paths

Current bire: 201005161604472

Validation kime of interest: 2010031616044 72

Rook certificate information
Subject: cn=0oD Rook C4 2,0u=PKI,ou=000,0=U.5, Government,c=05
Issuer: cn=DoD Root CA 2,0u=PKI,ou=00oD,0=U.5. Government,c=15
Serial nurmber; 0x05

Target certificate information
Subject: cn=I I,ou=CONTRACTOR, ou=PKI,ou=00b,0=L.5,

Government, c=l5
Issuer: cn=Do0D CA-26,0u0=PKI,ou=00l,0=1.5, Government,c=05
Serial nurber: 0x020529

Printing information Fram path walidation results:

- Path successFully validated
- Basic checks successfully performed
- Cerk signatures successfully verified
- Mosk severe revocation status: NOT REVOKED
- Explicit palicy indicatar: TRUE
- Authaority constrained palicy table
+ Row: 0
*2.5.29.32.0
*Z.16.840.1.101.2.1.11.9
*2.16.840.1.101.2.1.11.9
+ Row: 1 w

[ Dump &l To... ] [ Save Revocation Data As... ] [ Save Certificates As... ] [ Save Log As... ] [ (0] 4 ]

Figure 22 Path Details Dialog

The Path Details area of the dialog provides a textual representation of certification path
details. If the Check URIs during path processing option is enabled, the results of URI
checking will also be displayed.

The Dump All To... button can be used to dump the certificates and revocation
information that compose the certification path to a folder. File names are automatically
generated and a file named PathManifest.txt is written to the folder to provide
information about the artifacts written to the folder. The text log is written to the folder
as PathLog.txt.




The Save Revocation Data As... and Save Certificates As... buttons can be used to
dump revocation information or certificates only, respectively. File names are not
automatically generated when using these options. Instead, the user is prompted to
provide a name for each artifact.

The Save Log As... button can be used to save the text log to a file.

5.3 CAPI Path Processing

The CAPI Path Processing panel can be used to build all certification paths from a
specified end entity certificate to an available trust anchor using CAPI. This panel is
similar to the All End Entity Paths panel except that CAPI is used to perform
certification path processing. Results made available via a list box. The following
diagram shows the CAPI Path Processing panel with results following a Build and
Validate Paths operation.

& PKI Interoperability Test Tool - No project loaded

File Settings Results Tools Help
Single End Entity Path | All End Entiky Paths | CAPI Path Processing | all Certification Autharity Paths

Target end entity certificate

’ Select Certificate From File l ’ Views Certificate Details

Issuer! o=cvgnacaom, c=us
Subject: serialMurmber=2ECMMOZ-+crn— I, 0 =C '/ qriacom, c=us
Serial Number: 0x405453b3

Operations
Build All Paths ] [ Build and Yalidate All Paths ] [ Clear Results
Results
Path #  Trust Anchaor End Entiky # cerks in path ~ Error Code
u] O=cygnacom, C=us SERIALMUMBER=2ECMMOZ + CH=.., 2 Success
1 Ol=Business, O=Entrust, C=CAH SERIALMUMEER=2ECMMOZ + CH=.., 3 Success
z2 Ol=F and [, O=Entrust, C=CA SERIALMUMBER=ZECMMOZ + CH=.., 4 Success
3 OQlJ=R, and O, O=Entrust, C=CA SERIALMUMBER=ZECMMOZ + CH=.., 5 Success

COMPLETED: 2000 miliseconds elapsed; 4 paths processed

Figure 23 CAPI Path Processing panel

The behavior of the CAPI Path Processing panel differs from the other panels in that
CAPI returns all paths at the same time.



5.4 All Certification Authority Paths

The All Certification Authority Paths panel can be used to build all certification paths
from the available trust anchors to available certification authority certificates using
PKIF. This panel is similar to the All End Entity Paths panel except that no target
certificate is specified. Instead, an attempt is made to build all possible certification paths
from all available CA certificates. The results are made available via a list box. The
following diagram shows the All Certification Authority Paths panel during a Build

and Validate Paths operation.

8 pKI Interoperability Test Tool - No project loaded

File Settings Results Tools Help

Single End Entity Path | All End Entity Paths | CAPI Path Processing | All Certification Authority Paths |

CEX

Operations
[ Cancel ] [ Skip Current Target

Results
Path # = Trust Anchaor End Entity # certsin path  Timing (ms)  Error Code
i} ou=RavtheonRoot,0=ChAs,dc=ra... ou=RaytheonRook,o=ChAs,dc=ra... 2 ] SuCCess
1 ou=EPid PCA,ou=Certification Au...  ou=RaytheonRook,o=CAs,dc=ra... 4 156 SUCCEss
2 cn=D3T ACES CA ¥6,0u0=0D5T AC... ou=RaytheonRook,o=CAs,dc=ra... 4 47 Success
3 cn=Common Palicy,ou=FBCA,0=...  ou=RaytheonRook,o=CAs,dc=ra... 4 31 SUCCEss
4 cn=Common Palicy,ou=FBCA,0=... ou=RaytheonRook,0=CAs,dc=ra... 5 16 SUCCEss
5 cn=VeriSign Class 3 Public Primary... ou=RaytheonRook,o=CAs,dc=ra... 5 375 SUCCEss
i) cn=IM] Root Certification Authari...  ou=RaytheonRook,o=CAs,dc=ra... 5 B25 SUCCEss
7 cn=TC TrustZenker Class 2 CAIL,... ou=RaytheonRook,o=Chs,dc=ra... & 103z SuCcess
g cn=TC TrustCenker Class 3 CA L., ou=RaytheonRook,o=CAs,dc=ra... & 1047 SuCCess

3578 miliseconds elapsed; & paths processed

Current target: ou=RaytheonRoot, 0=CAs, do=raytheon, dc=com

Figure 24 All Certification Authority Paths panel (in progress)

To stop processing prematurely, click the Cancel button. To stop a path processing
operation immediately, click the Cancel button twice. To skip the certification authority
currently being processed, click the Skip Current Target button.



Appendix A — Shortcut Keys

Shortcut keys

Description

Equivalent menu item

Ctrl + N Opens a new project. File->New Project

Ctrl+ O Opens an existing project. File->Open Project

Ctrl+ C Closes current project. File->Close Project

Ctrl+S Saves current project. File->Save Project

Ctrl + Shift + S | Saves current project to a File->Save Project As
different location.

Shift + D Launches dialog box to edit Settings->Edit Default PKI Settings
default PKI settings.

Shift + P Launches dialog box to edit Settings->Edit Project PKI Settings
project PKI settings.

Shift + S Launches dialog box to edit Settings->Edit PITT Settings
PITT settings.

Ctrl+ G Generates a summary report. Project->Generate Summary Report

Ctrl +R Clears all results. Project->Clear All Results

Ctrl + U Launch dialog to enable Tools->Check URIs in certificate

checking URIs in a certificate.
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