Webcullis™ Configuration Manual
April 2007

Cygnacom Solutions, Inc.

webcullis.




Contents

1 Introduction 4
1.1 OVerview . . . . . . e e e 4
2 Installation on IIS Servers 4
21 Thelnstaller. . . . . . . . . . . ... 5
2.2 The ConfigurationFile . . . ... ... ... ... . ... ...... 8
2.3 Trust Anchor Management . . . . . .. ... ... ... ....... 8
24 ThelSAPIFilter ... .. .. . .. . .. . . 8
25 De-installation. . . .. .. ... .. 12
3 Installation on Linux 12
4 Configuration Options 13
4.1 General ConfigurationOptions . . . . . . . .. ... ... ..... 14
4,1.1 TrustRootPath . . ... .. ... ... ... ......... 14

4,12 CacheEntries . . . .. ... . . . .. . e 15

4.1.3 MaxCacheAge . . ... ... . . . .. ... . 15

4.1.4 LogLevel . . . ... ... 15

415 LogPath . .. ... . . .. ... 15

416 TracePath . . . . .. ... . ... .. . ... . .. .. ... 15

4.1.7 ErrorDocument . . . .. .. ... o 16

4,18 NSSDatabase . .. .. ... .. ... ... ... ... 16

4.1.9 BlacklistedServer . . . . .. ... ... . .. ... .. . ... 16

4.2 Directory-Level ConfigurationOptions . . . . . . ... ... ... .. 16
421 RequireRecentCRL . . . . ... ... ... ... ....... 17

422 CRLFreshness .. ... ... .. .. .. ... .. ..... 17

4.2.3 RequireFreshCRL . ... ... ... ... .. ........ 17

4.2.4 AllowedPolicy . . . ... ... . ... .. 18

4.2.5 RequireAllPolicies . . . . .. ... .. ... 18

4.2.6 InitialExplicitPolicy . . . .. . ... .. ... .. L. 18

4.2.7 InitialinhibitAnyPolicy . . . . . .. ... ... ... .. ... 18

4.2.8 PolicyMaplnhibit . . . ... ... ... .. . . oL 18

429 ExtendedKeyUsage . ... .................. 18
4.2.10 RequireMatchAIEKU . . . .. ... ... ... .. ..... 19

4.2.11 PermittedSubtree . . . . .. ... ... L. 19

4,2.12 ExcludedSubtree . . ... .. ... . ... .. .. 0. 19

4213 MinKeySize . .. ... .. ... 19

42,14 LDAP . . . . e 19

4215 OCSP . . . . . . e 20

5 Configuration File Examples 20
5.1 General Options: The Configuration File Header . . ... ... .. 21
5.2 Directory Options: The Configuration FileBody . . . . . . ... .. 21
5.3 Configuration Scenarios. . . . . . ... ... ... L. 22



5.3.1 Restricting access to a particular department. . . . . . . .. 22
5.3.2 Restricting access to particular individuals . . . . . ... .. 23
5.3.3 Excluding Low-Assurance certificates . . . . . . . ... .. 23
5.3.4 Excluding inappropriately usedkeys . . . . . ... ... .. 24
5.3.5 KeySize Restriction . . . .. ... ... ... ... ..... 25
5.3.6 Prohibit test certificates from being used in production . . .26
6 For More Information 26



1 Introduction

WebcullisM* is a security plug-in for multiple https servers. Itis designed to strengthen
the web server’s ability to limit access to files based on certificate policy or name
constraints when the server implements X.509 PKI-based authorization schemes.

1.1 Overview

The heart of the Webcullis plug-in is its configuration file, which must be written ac-
cording to the authorization policies of the web server in which it is being installed.
The Webcullis installation includes a sample configuration file which may be useful in
this writing. Webcullis access constraints are implemented on a per-directory basis and
managed in this configuration file as described in Secarsd5. We recommend that
administrators read carefully the options for configuration before writing their configu-
ration file, as improper access policies can lead to the compromise of otherwise secure
systems.

In this document, we will first outline the procedure for installation of the Webcullis
plug-in on a machine running 11S (Secti@nh Next we will consider the options avail-
able for the configuration of Webcullis, including general options as well as those for
per-directory access control (Sectidn Finally, we will consider excerpts of exam-
ple configuration files to better illustrate the capabilities of Webcullis (Se&jioand
conclude with information on resources for administrators using Webcullis (Sé&jtion
Installation instructions for other servers will be covered in supplemental documenta-
tion included with the appropriate Webcullis distribution for those servers.

2 Installation on IIS Servers

To perform the installation with the Webcullis installer, complete the following steps,
which are outlined in more detail in the rest of this section. This instructions assume
that IS has been installed and is configured to accept ISAPI filter plug-ins.

1. Run the Webcullisnstaller.

2. Write aconfiguration file

3. Importtrust anchorsnto the trustroot directory.
4. ConfigurelSAPI Filterfor IIS.

5. Restart the web server.

IWebcullisMis a trademark of Cygnacom Solutions, all rights reserved. All other trademarks and reg-
istered trademarks are the property of their respective owners. Unless stated to the contrary, no association
with any other company or product is intended or should be inferred.



2.1 The Installer

Webcullis for IIS includes an installer which can be used to ease configuration of your
server. The installer will perform the following actions:

. Copy the Webcullis files to your filesystem

. Add the registry entry needed for Webcullis to find its .ini file
. Create a directory for your trusted root certificates

. Write a bare-bones initial configuration file

. (Optional) Install the Webcullis graphical configuration utility

o oA WON P

. (Optional) Enable Webcullis globally for your IS server

Note that the installer is not strictly necessary for the configuration or operation
of Webcullis. Any of these steps can be performed manually or by a script if that
makes more sense for deployment in a particular environment. Should that be prefer-
able, download the .zip distribution of Webcullis instead of the .msi. Supplemental
instructions for manual installation are included inside the .zip file.
Important Note for manual installations: Windows versions of Webcullis require
version 8 or later of the Microsoft C++ runtime libraries. If you're performing a man-
ual install, make sure those are present on your server. If they’re missing, or if you have
problems enabling Webcullis, they can be downloaded from http://www.orionsec.com/files/CRT Setup.msi

e Launch the Webcullis installer

(& vebcutis205emp I
CYGNACOM
SOLUTIONS Welcome to the Webcullis 2.0 Setup
Wizard

The Setup Wizard will install webcullis 2.0 on vour computer,
Click Mext to conkinue or Cancel to exit the Setup Wizard.

Back:

Caneel |

e Select an installation location If you change this location, be sure to change any
example configurations you use accordingly.



[ vebeuis 20 serup =l
Destination Folder

Click Mext to install to the default folder or click Browse to choose another,

Install Webcullis 2.0 bo:

IC:'l,webcuIIis-bin'l,

Browse... |

Back.

Caneel |

e Select installation optiongvarning: If the "Register IIS Filter” option is se-
lected, Webcullis will be enabled immediately for all virtual servers on the sys-
tem. This will most likely break a production server until Webcullis is com-
pletely configured, and should only be selected in instances where downtime is
permissible. Be sure to configure Webcullis and restart [IS immediately after the
installation has completed if you select this option to minimize potential down-
time.

i'é" Webcullis 2.0 Setup =100 x|

Custom Setup

Select the way vou want Features o be installed.

Click the icons in the tree below to change the way Features will be installed,

The required libraries For webcullis
functionality

GUT Configuration Utility
115 Mame Constraint Hokfix
Register 115 Filker

Webculis Documentation This Feature requires 6595KE on

vour hard drive,

Browse. .. |
Reset I Disk Usage Back I Mext I Cancel |

e Confirm Installation



i'é" Webcullis 2.0 Setup =10l x|

Ready to install webcullis 2.0

Click Install to begin the installation. Click Back ta review or change any of vour
installation settings. Click Cancel to exit the wizard,

Cancel

Back

e Finish and continue

=R
CYGNACOM
SOLUTIONS Completedthe Webcullis 2.0 Setup

Wizard

Click the Finish button to exit the Setup Wizard.,

Back Cance I

Now that the setup has completed, a few configuration tasks remain before We-
beullis will be useful. First, edit the default configuration. Either use any standard text
editor or use the new (and still somewhat experimental) GUI utility included with We-
beullis. Then you'll need to copy any required trust anchors into the configured trust
root directory, configure any desired restrictions or other settings, and prepare your
web server. If you did not choose to enable Webcullis within 1IS when prompted by
the installer, you'll need to do so from the server’'s administrative interface.



2.2 The Configuration File

The sample configuration file provided with Webcullis can serve as a starting point
in writing a custom version. See also Sectbfor more information on the options
available for use in this file, and Sectiérior sample configuration files.

2.3 Trust Anchor Management

Webcullis maintains its own store of trusted root CA certificates distinct from those in
the Windows CAPI store. These trust anchors are added or removed by copying them
to or deleting them from the trustroot directory, which is identified in the configuration
file. The contents of the directory are read every time Webcullis is restarted; it is
recommended that all instances of IIS be restarted if modifications to this directory are
made.

Because improper configuration of Webcullis or incorrect file permissions on the
trustroot directory could open the web server to unauthorized access, we recommend
that the administrator in charge of the web server on which Webcullis is to be installed
first consult resources such as the National Security Agency’s “Guide to the Secure
Configuration of Microsoft Internet and Information Services” (SectipnWe note
also that the Webcullis plug-in only needs read access to the files in the trustroots
directory, and recommend that administrators apply permissions to those files accord-

ingly.

2.4 The ISAPI Filter

The Webcullis installer will include an ISAPI filter DLL, which is made available to

IIS using the IS Administration MMC snap-in. Follow these steps to configure 1S
5.0 to use the filter. These same steps work for IIS 6.0, provided you place the server
into IS 5-compatible worker process isolation mode instead of its default application
pool mode. If the compatibility mode is not acceptable for your installation, see the
supplemental information for 11S 6 for details on how to configure permissions so that
the default mode works.

e From the start menu, choose Programédministrative tools> 11S.msc

¢ Within the tree window to the left, expand the Internet Information Services node
to view the server machine name. Select this machine name.



'iti Consolel

J Console  Window  Help |J [ =

'iii Console Root', Internet Informat

J fction  Miew  Eawarites |J =]

Tree I Favorites

(L3 Consale Roat
) Certificates - Current User

A e M M M o |

¢ Within the main window, identify the web server on which you would like to run
Webcullis. Right click on the server name and choose properties.

TS
| console  window  Help |J == ‘

"fii Console Root\ Internet Information Services'* tcicada2 — ol x|
J Action  View  Favorites “ & = | | | 2] H gl > W Il ‘ ‘
Tree I Favorites | Description State I Host Header hame I IP Address I Port | Status

|_] Console Root 4428
@ Certificates - Current User
E% Internet Information Services Open

), *tricadaz

oo el 5 * Al Unassigned *
Explore

Start

Stop

Pause

Mew 3
All Tasks 3

New Window from Here

Refresh

Help

e Choose the ISAPI Filters tab.



Administration Web Site (Stopped) Properties 2=

Heads Custam Ermors
I1S4P Filters

Diocuments I Diirectomn Security I HT

Weh Site I Operatorz I Performance 1) Home Directary

Filters ingtalled here are active for thiz Web gite only. Filkers are esecuted in the
order lizked below:

Status Filker M ame Pricrity | Add...

: Bemave
Edit..

[Nizahle

dill

Ok, I Cancel | Spply Help |

e Press the Add button. In the window that appears, enter a name to identify the
plug-in, such as “Webcullis.”

Filter Properties x|
@ [webculs ™

Executable: I

Browse... |
] I Cancel | Help |

e Press the browse button and navigate to the location of the Webcullis installation.
Choose the filavspac_isapi.dll and press Open.
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Lok i Ia CTest j L =¥ ER-
MNoR.egimentz certadm.dl
policySetinithPaolicy 1 cerbcli,dll
policySebwithPolicy? A ISR

policySetwithPolicy3
policySetwithPolicya
TrustRoots

y r i
File name: stpan::_isapi. dll "

Files of type: |IS4P! Fiers [*.dil d Cancel |

Press OK in the Filter Properties window.

i

Press OK in the properties window of the web server.

To start using the Webcullis plug-in, restart the web server. This is accomplished
by right-clicking on the server name in the main body of the window and choos-
ing Stop, then Start.

Verify that Webcullis is running by again right-clicking on the web server, choos-
ing properties, and clicking on the ISAPI Filters tab. To the left of the Webcullis
filter name there should be a green arrow indicating that it is running.
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Test Properties e |

Directony Security I HTTF Headers | Cusgtom Erorz I Server Extengions I
Weh Site I Operatorz I Performance  1SAPI Filters | Home Directomy I Documents

Filterz installed here are active for this Web gite only. Filkers are executed in the
arder listed below:

—

Status\ | Filter Mame Fricrity | Add.. |
| wlebeuls * Unknown = e |
Edit... |

QK I Cancel Apply Help

2.5 De-installation

To de-install Webcullis, you should first remove it from IIS. This is accomplished by at
first following the instructions of Sectia®.4 on how to configure it as an ISAPI filter.
However, where the directions instruct youaddthe new filter, you should instead
select the Webcullis filter and remove it. For your changes to take effect, you should
restart all web servers that were using Webcullis for access control.

Once Webcullis is no longer running, you can safely remove the software itself
from your computer. If the installer was used, simply use the Add/Remove Software
control panel to remove Webcullis. Otherwise, remove the files and the registry entries
you installed manually.

3 Installation on Linux

To perform the installation using Webcullis Linux distribution tarball, complete the
following steps. These instructions assume that you have already configured client
SSL authentication for your apache install and that it works properly.

1. Stop the apache service.

2. Create the directorfusr/local/pkif

12
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12.

13.

. Copy the lib directory intdusr/local/pkif

. Edit/etc/ld.so.conf to contain a line that readssr/local/pkif/lib

. Execute theédconfig  command.

. Copy the files from modules thusr/lib/httpd/modules NOTE: This
will overwrite your existingmod_ssl.so . Back it up first when needed.

. Copy theconf/webcullis directory to/etc/webcullis

. Modify /etc/webcullis/webcullis.cf as appropriate for your site.

. Create the directorfetc/webcullis/trustroots

Copy DER-encoded certificates for your trusted root CAs/eta/webcullis/trustroots

Edit /etc/httpd/conf.d/ssl.conf to activate webcullis. Examples of

the commands required for this are in conf/ssl.conf.sample. Be sure to change
your SSLVerifyClient setting to "webcullis” to prevent mas| bugs from inter-
fering with path validation.

(Optional) If you are using an NSS database, be sure the NSSDatabase is prop-
erly configured in webcullis.cf and that it has been populated with trust anchors,
otherwise webcullis will be unable to add intermediates and CRLs to the store.
Required tools for creating and populating this database are included in bin.

Certificates should be imported with "C,,” trust flags.

The following command will create a new nss database.

cd into the bin folder and execute

Jecertutil -N -d /etc/webcullis/nssdb

The following command will add a Trust Anchor to nss database

cd into the bin folder and execute (for example)

Jcertutil -A -d /etc/webcullis/nssdb -n JITCTA -t "C,," -i JITCTA.crt

After creating the database and addding the trust anchor add the NSSDatabase
property to Webcullis config file.

NSSDatabase = /etc/webcullis/nssdb

Start the apache service.

4 Configuration Options

The options used in the Webcullis configuration file can be broken into two broad
categories: those that affect the Webcullis program as a whole, and those that affect the
way in which authorization is decided for a given directory tree (for example, the set
of directories and files rooted Aeports/fy2000 ).
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Note that options of the second category— those that enforce authorization policies
on a given directory— can also be specified as general options in the configuration file
header. Restrictions on a directory will be executed in the following oripecific
(defined in an individual directory block of the configuration fil&gneral (specified
in the header block of the configuration file) abdfault (no value is specified, and
the default Webcullis value is used). Note also that specifying a general authorization
option in the header has a different effect than specifying one for the root directory,
which is discussed in Sectigh2

Options are generally specified in the configuration file in the following format:

RequireRecentCRL = Yes

where the left hand side of the equation is the option key and the right had side is
the value that the administrator would like implemented for this option. In this exam-
ple, the administrator has decided to require a recent Certificate Revocation List while
building a validation path for certificates presented for authorization to the given direc-
tory tree. Note that values ge&s , Yes, andYESwill be treated equally, whereas any
other value to binary options will be treatedds.

See Sectio® for more information on configuration file formatting.

4.1 General Configuration Options

The following table outlines the Webcullis general configuration options:

Option Key Valid Value(s) Default Value
TrustRootPath Directory (none)
CacheEntries 0-2147483647 150
MaxCacheAge | 0-2147483647 (second$)300
LogLevel Log level (none)
LogPath Log file (none)
TracePath Log file for trace logs (none)
ErrorDocument | HTML file (none)
NSSDatabase Directory (none)
BlacklistedServern Blacklisted Server none

4.1.1 TrustRootPath

This is the location of the Webcullis trustroot store (see Se@i@for more infor-
mation). The value assigned to this option should be a well-formatted absolute path
pointing a directory containing only properly formatted DER-encoded certificate files.
This is a required field. Without a value for this field in the configuration file, We-
bcullis will not be able to run. Note that the use of backslashgss(necessary to
specify a path in the Windows file system.

14



4.1.2 CacheEntries

This is the number of certificate chain validation results that the server will cache.
While the identifier for a given certificate is in the cache and younger than the value
specified byMaxCacheAge, the server will not re-validate that cert chain when pre-
sented with it during an authorization request.

4.1.3 MaxCacheAge

The maximum number of seconds for which a certificate chain identifier will be cached.

4.1.4 LogLevel

This is how the verbosity of the log messages are configured. A value of 0 specifies no
logging; 5 is the most verbose. It is strongly recommended that logging be set at least
to level 1, and this setting should be sufficient in the general case. The following table
outlines the information logged at each level:

Level | Verbosity
0 No messages will be logged after plug-in startup. (Not Recommended)
1 Only error messages will be logged.

2 Error and warning messages.

3 Error, warning and informational messages.
4

5

All of the above plus debug messages.
All of the above plus path building and validation traces.

4.1.5 LogPath

This is the location of the principal Webcullis log file in the Windows file system,
specified using backslasheg.(All log messages generated below level 5 (trace level)
will be logged to this file This is a required field. Failing to set it in the configuration
file will prevent Webcullis from starting.

Itis recommended that system administrators monitor the size of this file during the
initial period of operation and consider placing it under a regular automated rotation
schedule. Its rate of growth will depend greatly on the amount of traffic to the web
server and the configured verbosity of the Webcullis log messages.

4.1.6 TracePath

This is the file to which trace log messages will be written if the LogLevel option is set
to 5. It is highly recommended that a system administrator delete or rotate this file off
disk if trace logging is enabled, as it could grow very large in a short amount of time
depending on the amount of traffic to the web server.

If no trace file is specified, no trace logging will be performed. If the log level is
set to 5 but no trace file is specified, a message stating this fact will be written to the
general log file.

15



4.1.7 ErrorDocument

This is the HTML file to which a browser requesting authorization will be directed if
the validation fails. If no page is specified, the browser will be directed to an empty
page. The sample configuration file points to a generic error document provided with
the Webcullis installation.

4.1.8 NSSDatabase

This is the location of the NSS (Network Security Services) database. The value as-
signed to this option should be a well-formatted absolute path pointing to NSS database
directory.

4.1.9 BlacklistedServer

The configuration file may list zero or more blacklisted servers. Each blacklisted server
entry in the configuration file identifies an LDAP-accessible directory server that is
known to be problematic, i.e., performs poorly, is no longer in service, etc. Such servers
are often included in long-lived artifacts, such as public key certificates. Webcullis will
not attempt to retrieve PKI artifacts from servers that appear on the blacklist. Each
blacklisted server is listed in a separate line in the configuration file, as shown in the
following snip:

BlacklistedServer = serverl.example.com
BlacklistedServer = server2.example.com

4.2 Directory-Level Configuration Options

Directory-specific configurations are made in blocks starting with an identifier of the
directory. So, a block containing configurations for the direcfogports/fy00
would start with the following line:

[/reports/fy00]

Note: The root directory of the 1IS web file system is considered as the root for the
directory access control options.Forward slashes (/) should be used to identify all
directories relative to the web server root for directory-level options. It is not recom-
mended that files be referenced from outside this subtree in configuring directory-level
access control policies. Do not attempt to construct absolute paths in the Windows file
systenm?

Note also that restrictions are inherited throughout the subtree of the directory to
which they are applied. lfeports s restricted with th&kequireFreshCRL  op-
tion, then access to thieeports/fy00 subdirectory would also be restricted. Note

2In rare cases where forward slashes are used as application-specific delimiters, absolute file names de-
limited by backslashes can be considered. However, this form is discouraged for the majority of Webcullis
configurations.
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also that once a restriction is tightened on a directory, it can not be loosened on a sub-
tree of that directory; in the above example, creating a blocKréports/fy00

and excluding the optiofrequireFreshCRL  would have no effect because the
RequireFreshCRL option had already been applied Aieports . This means

that any restrictions applied to the root directaty ill be applied to all files on the
server,even if looser restrictions are defined for subdirectorigsSectiord it is also

noted that you can specify general configuration settings in the configuration file header
that can be overridden at the individual directory level.

Option Key Valid Value(s) Default Value
RequireRecentCRL Yes/No No
CRLFreshness 0-2.1 hillion (seconds) 0
RequireFreshCRL Yes/No No
AllowedPolicy OID (none)
RequireAllPolicies Yes/No No
InitialExplicitPolicy Yes/No No
InitialinhibitAnyPolicy | Yes/No No
PolicyMaplInhibit Yes/No No
ExtendedKeyUsage | OID (none)
RequireMatchAIIEKU | Yes/No No
PermittedSubtree Distinguished Name (DN) (none)
ExcludedSubtree Distinguished Name (DN) (none)
MinKeySize 1-32767 1024
LDAP server;port;namespaces none
OCSP url;multi;reserved;reserved;namespaceasone

4.2.1 RequireRecentCRL

This option allows a system administrator to require that a cached CRL be no older
than a certain number of seconds in order for it to be used during validation. This time
limit is specified in theCRLFreshness value. Note that this option is not enabled by
default.

4.2.2 CRLFreshness

This option is used to specify the maximum age in seconds for a CRL used during
validation. If a CRL is older than this limit, a fresh copy will be fetched before vali-
dation is performed. If this option is omitted or provided with a value of 0, it will be
implemented as a 30 day limit by default.

4.2.3 RequireFreshCRL

If this option is used, a cached CRL is used during validation only if the current date

is before the CRL's nextUpdate field. In this manner, a cached CRL is only updated if

its issuer should have published an update by the time of the validation. Note that this
option is not enabled by default.

17



4.2.4 AllowedPolicy

This option allows an administrator to specify a certificate policy that is acceptable for
accessing the given directory. It is possible to list multiple allowed policies; an entry is
required for each one:

AllowedPolicy=2.16.840.1.101.3.2.1.48.2
AllowedPolicy=2.16.840.1.101.3.2.1.48.6

If the AllowedPolicy option is used, a certificate must contain at least one of
the allowed policies in order to be acceptable for acddsse: In order for the policies

specified under this option to be enforced, thitialExplicitPolicy option
must also be set tges. In the vast majority of cases it will be desirable to also set the
InitialinhibitAnyPolicy option toYes.

4.2.5 RequireAllPolicies

This option is only used in a directory configuration block containing more than a
single AllowedPolicy statement. It requires that an acceptable certificate contain
all listed policies, instead of the default of 1.

4.2.6 |InitialExplicitPolicy

This option indicates that the end entity certificate in the chain being validated must
contain an explicit certificate policy. This option must be sétés to perform access
control based on certificate policies.

4.2.7 |InitiallnhibitAnyPolicy

This allows a system administrator to ignore the assertion of the special “any policy”
in the end entity certificate being validated. In this manner, if access is restricted based
on certificate policies, it can only be granted if the certificate contains one (or all) of
the exact policies put forth in the configuration file.

4.2.8 PolicyMaplnhibit

This option allows a system administrator to prevent the validation of a certificate chain
using a mapped policy. In this manner, if there are certificate policy restrictions using
AllowedPolicy , they can only be satisfied if the certificate conforms to them na-
tively.

4.2.9 ExtendedKeyUsage

This option is similar to thé\llowedPolicy option, but instead of specifying cer-
tificate policy OIDs, it allows an administrator to limit access to a directory based on
key usage extensions. As witkilowedPolicy , if the option is present at all in a

18



directory configuration block, a certificate must contain at least one of the key usage
extensions listed to be acceptable.

4.2.10 RequireMatchAlIEKU

This option is parallel tdRequireAllPolicies . It allows an administrator to re-
quire that an acceptable certificate contain all specified key usage policies, instead of
the default> 1.

4.2.11 PermittedSubtree

This option, combined witlExcludedSubtree , allows an administrator to exert
name restrictions during authorization. More than one permitted subtree can be speci-
fied with this option, in the manner used for tAbowedPolicy option.

If this option is used, only certificates with DNs falling under one of the listed
subtree(s)q will be authorized for access. This option can be used in tandem with
theExcludedSubtree  option, although this would be redundant unless the subtree
listed in one was an ancestor to the subtree listed in the other. See Setfonan
example.

Note that for both this and thExcludedSubtree  option,the DN is specified
in local order, i.e., the most local qualifier is first:

PermittedSubtree=cn=Jose Vidro, o=State Polytechnic Institute, cu=us

4.2.12 ExcludedSubtree

This and the previous option allow a system administrator to use name constraints
to control access to the web server file system. If this option is used, all certificates
other than those listed under it will be allowed to access the given directory. As with
PermittedSubtree , itis possible to list more than one excluded subtree.

4.2.13 MinKeySize

This option allows an administrator to limit access to certificates of keys with a certain
size or greater. It should be noted that if this option is usieel constraint will be ap-

plied to all certificates in a chaimot just the end entity certificate. Thus, if a minimum
key size of 1024 is imposed and the end entity certificate satisfies this requirement but
another certificate in the chain does not, validation will fail.

4.2.14 LDAP

Zero or more LDAP entries may appear in the configuration file. Each identifies an
LDAP-accessible directory server that will be consulted for certificates and CRLs as
necessary. Each entry is formated as follows:

LDAP=<server>;<port>;<namespaces>

19



server is the DNS name or IP address of the directory server. This value must be
present.

port is the port on which the server listens for LDAP connections. This value must
be present.

namespaces is a semi-colon delimited list of base64-encoded GeneralNames. The
Webcullis Configuration Utility can be used to add LDAP entries that include namespaces
to the configuration file. This value is optional. If absent, the LDAP entry must end
with a semi-colon, as shown in the example below. Multiple namespaces may appear
separated by a semi-colon. The directory server will only be consulted for for cer-
tificates or CRLs with a subject name or issuer name, respectively, within one of the
specified namespaces. If no namespace is specified, the responder will be consulted for
each certificate validated by Webcullis.

LDAP = someserverl;389;
LDAP = someserver2;389;MCAxCzAIJBgNVBAYTAIVTMREWDwWYDVQQK...
4.2.15 OCSP

Zero or more OCSP entries may appear in the configuration file. Each identifies an
OCSP responder that will be consulted for revocation status when validating certifi-
cates. Each entry is formated as follows:

OCSP=<server>;<multiCert>;<reserved>;<reserved>;<namespaces>

server is the DNS name or IP address of the directory server. This value must be
present.

multiCert is a boolean value (true or false) that indicates whether multiple certifi-
cates should be included in OCSP requests sent to this server. false is the recommended
value for maximum interoperability.

reserved is a placeholder for configuration options that may be added in the future.
These values must be present.

namespaces is a semi-colon delimited list of base64-encoded GeneralNames. The
Webcullis Configuration Utility can be used to add OCSP entries that include namespaces
to the configuration file. This value is optional. If absent, the OCSP entry must end
with a semi-colon, as shown in the example below. Multiple namespaces may appear
separated by a semi-colon. The OCSP responder will only be consulted for revocation
status of certificates containing a subject name within one of the specified namespaces.
If no namespace is specified, the responder will be consulted for each certificate vali-
dated by Webcullis.

OCSP
OCSP

someresponderl;false;reserved;reserved;
someresponder2;false;reserved;reserved;MCAxCzAJBg...

5 Configuration File Examples

In this section we will consider a couple of simple example configuration file excerpts.
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5.1 General Options: The Configuration File Header

Every Webcullis configuration file must be headed by a set of general configuration file
options. Of theseTrustRootPath  andLogPath are mandatory, and customizing
LogLevel is strongly recommended. Other options need to be specified only if you
would like to override their default values as defined in SectidnFigurel shows the
minimal recommended configuration file header; FigRighows a more complex set

of options.

TrustRootPath = c:\Trustroots
LogLevel =1
LogPath = c:\WebSecurity\logs\WCgeneral.log

Figure 1:A small configuration file header. In this example, the trustroot store is identified and
the logging functionality configured.

TrustRootPath = c:\WebSecurity\WCTrustroots

LogLevel =1

LogPath = c:\WebSecurity\logs\WCgeneral.log
CacheEntries = 500

MaxCacheAge = 3600

ErrorDocument = c:\cTest\validation\custom_failed.html
PermittedSubtree = o=State Polytechnic Institute, c=US
BlacklistedServer = serverl.example.com

Figure 2: A larger configuration file header. In this example the cache settings are also cus-
tomized, as well as a custom error document specified. Also, access to the site is by default
limited to certificates from State Polytechnic Institute, although this can be overridden at the
individual directory level in the body of the configuration file.

5.2 Directory Options: The Configuration File Body

The body of the configuration file is composed of blocks of options for each directory
tree, one per directory tree. Each block is identified by an initial line identifying the
directory in question. There are no required options for the body of the configuration
file, other than this leading identifier.
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LDAP = Idap.spi.edu;389;

PermittedSubtree = o=State Polytechnic Institute, c=US
RequireFreshCRL = Yes

[/Cog_Sci]

PermittedSubtree = ou=Computer Science, o=State College, c=US
PermittedSubtree = ou=Psychology, o=State College, c=US
PermittedSubtree = ou=Linguistics, o=State College, c=US
PermittedSubtree = ou=Philosophy, o=State College, c=US
[/Faculty]

ExcludedSubtree = ou=Students, o=State College, c=US
ExcludedSubtree = ou=Staff, o=State College, c=US
PermittedSubtree = cn=Jane Admin, ou=Staff, o=State College, c=US
PermittedSubtree = cn=Jose Admin, ou=Staff, o=State College, c=US
[/Grades]

AllowedPolicy = 23451

AllowedPolicy = 23454

RequireAllPolicies = Yes

ExtendedKeyUsage = 1.2.3.456

[HR]

MinKeySize = 2048

RequireRecentCRL = Yes

CRLFreshness = 3600

Figure 3: A sample configuration file body, using various restrictions for the root, Scig
Grades, Faculty, and HR directories.

Note that in Figure3, the restrictions specified in the first entry (that of the root
directory) will be applied universally to all web server documents, as the entire web
file system is in the subtree of the root. We see thatRbamittedSubtree re-
strictions for theCog_Sci subdirectory provide further name restrictions than those
defined for the root directory. Fdfaculty , the PermittedSubTree option is
used withExcludedSubtree  to provide small exceptions for administrative access
to restricted files. Due to the sensitive nature of the documents, accésades is
restricted based on certificate policy and the key usage policy. Similarly, the entire cert
chain must have keys of size at least 2048 in order to a¢¢®sSor this last directory,
Webcullis is also required to use CRLs that are no older than an hour in performing
validation.

5.3 Configuration Scenarios
5.3.1 Restricting access to a particular department

Imagine an intranet server containing both information of general organizational inter-
est and information (such as, for example, unreleased financial performance data) that
should not be generally available. Webcullis makes it easy to quickly restrict access to
such data using name constraints.
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TrustRootPath = c:\WebSecurity\WCTrustroots

LogLevel =1

LogPath = c:\WebSecurity\logs\WCgeneral.log
CacheEntries = 500

MaxCacheAge 3600

ErrorDocument = c:\website\validation\custom_failed.html

Ul

LDAP = Idap.ketogen.com;389;

PermittedSubtree = o=Ketogen Pharmaceuticals, c=US
RequireFreshCRL = Yes

[/Accounting]
PermittedSubtree = ou=Accounting, o=Ketogen Pharmaceuticals, c=US

Figure 4:Simple configuration file for an intranet server

5.3.2 Restricting access to particular individuals

Webcullis can also be used as a quick, simple form of access control list. This con-
figuration file restricts an upcoming annual report only to those who are working on

it.

TrustRootPath = c:\WebSecurity\WCTrustroots

LogLevel =1

LogPath = c:\WebSecurity\logs\WCgeneral.log
CacheEntries = 500

MaxCacheAge 3600

ErrorDocument = c:\website\validation\custom_failed.html

Ul

LDAP = Idap.ketogen.com;389;

PermittedSubtree = o=Ketogen Pharmaceuticals, c=US
RequireFreshCRL = Yes

[/Accounting]
PermittedSubtree = ou=Accounting, o=Ketogen Pharmaceuticals, c=US

[/Accounting/FY06]

PermittedSubtree = CN=Joe Dimaggio, ou=Accounting, o=Ketogen Pharmaceuticals, c=US
PermittedSubtree = CN=Mickey Mantle, ou=Accounting, o=Ketogen Pharmaceuticals, c=US
PermittedSubtree = CN=Ted Williams, ou=Accounting, o=Ketogen Pharmaceuticals, c=US

Figure 5:Simple ACL

5.3.3 Excluding Low-Assurance certificates

Policy-based access control allows you to trust certificates issued under one policy but
not another. Suppose that Ketogen's CA issues 3 policies. 2.16.840.1.101.9.8.7.1 is as-
serted on software-protected certificates, 2.16.840.1.101.9.8.7.2 is asserted on certifi-
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cates protected by traditional hardware tokens, and 2.16.840.1.101.9.8.7.3 is asserted
on certificates protected by biometric hardware tokens.

TrustRootPath = c:\WebSecurity\WCTrustroots

LogLevel =1

LogPath = c:\WebSecurity\logs\WCgeneral.log
CacheEntries = 500

MaxCacheAge = 3600

ErrorDocument = c:\website\validation\custom_failed.html
# These should be set to "Yes" in most cases where
# policy-based restriction is in use

InitialExplicitPloicy = Yes

InhibitAnyPolicy = Yes

Ul

LDAP = Idap.ketogen.com;389;

PermittedSubtree = o=Ketogen Pharmaceuticals, c=US
RequireFreshCRL = Yes

# General content is open to anyone with a software,
# hardware, or biometric hardware cert

AllowedPolicy = 2.16.840.1.101.9.8.7.1

AllowedPolicy = 2.16.840.1.101.9.8.7.2

AllowedPolicy = 2.16.840.1.101.9.8.7.3

[/Accounting]

PermittedSubtree = ou=Accounting, o=Ketogen Pharmaceuticals, c=US
# Require either hardware or hardware/biometric tokens for the

# accounting department

AllowedPolicy = 2.16.840.1.101.9.8.7.2

AllowedPolicy = 2.16.840.1.101.9.8.7.3

Figure 6:Policy Sample

5.3.4 Excluding inappropriately used keys

If you know that a particular CA uses the extended key usage extension, you can con-
figure Webcullis to enforce it.
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TrustRootPath = c:\WebSecurity\WCTrustroots

LogLevel =1

LogPath = c:\WebSecurity\logs\WCgeneral.log
CacheEntries = 500

MaxCacheAge 3600

ErrorDocument = c:\website\validation\custom_failed.html

Ul

LDAP = Idap.ketogen.com;389;

PermittedSubtree = o=Ketogen Pharmaceuticals, c=US

RequireFreshCRL = Yes

# require the "TLS Client Auth" extended key usage extension be present,
# since this CA always sets it.

ExtendedKeyUsage = 1.3.6.1.5.5.7.3.2

[/Accounting]
PermittedSubtree = ou=Accounting, o=Ketogen Pharmaceuticals, c=US

Figure 7:ExtendedKeyUsage Sample

5.3.5 Key Size Restriction

If an organization is in the process of transitioning end entities from one key size to
another, it may be desirable to restrict access to some resources based on key size.

TrustRootPath = c:\WebSecurity\WCTrustroots

LogLevel =1

LogPath = c:\WebSecurity\logs\WCgeneral.log
CacheEntries = 500

MaxCacheAge 3600

ErrorDocument = c:\website\validation\custom_failed.html

U

LDAP = Idap.ketogen.com;389;

PermittedSubtree = o=Ketogen Pharmaceuticals, c=US
RequireFreshCRL = Yes

[/Accounting]
PermittedSubtree = ou=Accounting, o=Ketogen Pharmaceuticals, c=US

[/Archiving]

# This is a long-term archiving application.

# Require at least a 2048-bit RSA key for entry.
MinKeySize = 2048

Figure 8:MinKeySize Sample
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5.3.6 Prohibit test certificates from being used in production

This server is generally available to anyone in the organization with a valid, non-test
certificate. This CA issues 3 production policies. 2.16.840.1.101.9.8.7.1 is asserted on
software-protected certificates, 2.16.840.1.101.9.8.7.2 is asserted on certificates pro-
tected by traditional hardware tokens, and 2.16.840.1.101.9.8.7.3 is asserted on cer-
tificates protected by biometric hardware tokens. For test certificates, they assert the
policy 2.16.840.1.101.9.8.7.6.

TrustRootPath = c:\WebSecurity\WCTrustroots

LogLevel =1

LogPath = c:\WebSecurity\logs\WCgeneral.log
CacheEntries = 500

MaxCacheAge = 3600

ErrorDocument = c:\website\validation\custom_failed.html
# These should be set to "Yes" in most cases where policy-based restriction is in uge
InitialExplicitPloicy = Yes
InhibitAnyPolicy = Yes

Ul
LDAP = Idap.ketogen.com;389;

PermittedSubtree = o=Ketogen Pharmaceuticals, c=US
RequireFreshCRL = Yes

AllowedPolicy = 2.16.840.1.101.9.8.7.1

AllowedPolicy = 2.16.840.1.101.9.8.7.2

AllowedPolicy = 2.16.840.1.101.9.8.7.3

Figure 9:Another Policy Sample

6 For More Information

This document contains the information necessary to install and configure the We-
bcullis plug-in to the IIS web server. We suggest the following resources should you
need more information to help you during this process:

e The IIS documentatiomttp://www.microsoft.com/windows2000/
en/serverfiis/

e “ Guide to the Secure Configuration of Microsoft Internet and Information Ser-
vices,"”http://www.nsa.gov/snac/downloads _miis.cfm?MenulD=
scgl0.3.1.4

e “RFC 3280: Internet X.509 Public Key Infrastructure Certificate and Certifi-
cate Revocation List Profilefittp://www.fags.org/rfcs/rfc3280.
html
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